Dominican College

Computer Policy & Standard Practices

COMPUTER SYSTEMS AND FACILITIES USE

The following policy contains the governing philosophy for regulating the use of Dominican College's
computing facilities and resources. Access to the College's computing facilities and resources is a privilege
granted solely to Dominican College faculty, staff, registered students, and those with special accounts. All
users of the computing facilities must act responsibly and maintain the integrity of these resources. The
College reserves the rights to limit, restrict, or extend computing privileges and access to its resources.
Those who do not abide by the policies listed below will be subject to disciplinary action.

Policies
The College's computing policies include, but are not limited to, the list below.

1. You must not use a computer ID that was not assigned to you, unless multiple access has been
authorized for the ID . You may not try in any way to obtain a password for another's computer ID.
You may not attempt to disguise the identity of the account or machine you are using.

2. You must not use the College's network resources to gain or attempt to gain unauthorized access to
remote computers.

3. You must not deliberately perform an act that will seriously impact the operation of computers,
terminals, peripherals, or networks. This includes, but is not limited to, tampering with components of
a local area network (LAN) or the high-speed backbone network, otherwise blocking communication
lines, or interfering with the operational readiness of a computer.

4. You must not attempt to modify in any way a program that the College supplies for any type of use at
its sites.

5. You must not run or install on any of the College's systems, or give to another, a program that could
result in the eventual damage to a file or computer system and/or the reproduction of itself. This is
directed towards, but not limited to, the classes of programs known as computer viruses, Trojan
horses, and worms.

6. You must not attempt to circumvent data protection schemes or uncover security loopholes.

7. You must abide by the terms of all software licensing agreements and copyright laws. In particular,
you must not make copies of copyrighted software, unless the College has a site license specifically
allowing the copying of that software. Furthermore, you must not copy site-licensed software for
distribution to persons other than Dominican College faculty, staff, and students, nor may you copy
site-licensed software for use at locations not covered under the terms of the license agreement.

8. You must not deliberately perform acts that are wasteful of computing resources or which unfairly
monopolize resources to the exclusion of others. These acts include, but are not limited to,
sending mass mailings or chain letters, using peer-to-peer networks(see Peer-To-Peer Policy),
creating unnecessary multiple jobs or processes, obtaining unnecessary output, or printing or creating
unnecessary network traffic.



9. The following type of information or software cannot be placed on any College-owned computer
system: examples of these are pirated software, destructive software, pornographic materials, or
libelous statements, that which consists of any advertisements for commercial enterprises.

10. You must not harass others by sending annoying, threatening, libelous, or sexually, racially, or
religiously offensive messages.

11. You must not attempt to monitor another user's data communications, nor may you read, copy,
change, or delete another user's files or software, without permission of the owner.

12. You must not use any of the College's microcomputers, workstations, or networks for other than a
Dominican College course, research project, departmental activity, or personal communications.
These resources must not be used for personal or financial gain.

13. Any network traffic exiting the College is subject to the acceptable use policies of the network through
which it flows as well as to the policies listed here.

Security and Privacy:

Users should be aware that their uses of College computer resources are not completely private. While the
College does not routinely monitor individual usage of its computer resources, the normal operation and
maintenance of the College’s computer resources require the backup and caching of data and
communications, the logging of activity, the monitoring of general usage patterns, and other such activities
that are necessary to render service. The College may also specifically monitor the activity and accounts of
individual users of College computer resources, including individual login sessions and communications,
without notice, when

- the user has voluntarily made them accessible to the public, as by posting to Usenet or a web page;

- there is a reasonable basis to believe that this policy or federal, state or local law has been violated;

- to diagnose and resolve technical problems involving system hardware, software, or

communications; or

- as otherwise required or permitted by law.

The College, in its discretion, may disclose the results of any such general or individual monitoring to
appropriate College personnel or law enforcement agencies and the results may be used in College
disciplinary proceedings or discovery proceedings in legal actions. In addition, communications made
by means of College computer resources in conjunction with College business may be releasable to
the public under the New York State Freedom of Information Law.

College Rights:
The College assumes no responsibility or liability for files deleted by College computer resources
personnel due to a user’s violation of file server space allotments.

The College reserves the right to suspend or terminate a user’s access to College computer resources
when this policy is violated.

The College is not responsible for damages caused by unauthorized access to College computer resources
or for data loss or other damages resulting from delays, non-deliveries, or service interruptions, whether
or not resulting from circumstances under the College’s control.

Use of any information obtained through College computer resources is at the user's risk. The College
makes no warranties (expressed or implied) with respect to Internet services, and it specifically assumes no
responsibility for the content of any advice or information received by a user through use of the College
computer resources, or for any costs or charges incurred by the user as a result of seeking or accepting
such advice.

The College reserves the right to change its policies and rules at any time.



Enforcement and Violations
This policy is intended to be illustrative of the range of acceptable and unacceptable uses of
College computer resources and is not necessarily exhaustive.

Questions about specific uses related to security issues not enumerated in this policy and reports
of specific unacceptable uses should be directed to the Executive Director of Information
Technology. Other questions about appropriate use should be directed to your instructor or
supervisor.

The College will review alleged violations of this policy on a case-by-case basis. Clear violations of
this policy which are not promptly remedied will result in termination of access to the relevant
computer resources for the person(s) at fault, and referral for disciplinary actions as appropriate.



